
MANUFACTURING 4.0

BY CATHAL MURTAGH



Introduction

In the past, wired communication was the norm in the manufacturing industry. Various special 
networks and fieldbuses were used to connect and control devices, sensors, and computers. 
Meanwhile, Ethernet emerged as the networking technology of choice for industrial applications, 
occasionally replacing legacy technologies.

With time, a number of industrial companies started evolving systems with wireless technology and 
digital transformation. Industrial leaders steadily replaced outdated systems with ones that 
improve the quality of sensor monitoring, further increasing the scope of useful machine data. 
These industrial companies also started digitising the physical world while investing in data 
analytics to drive innovation and improve efficiency. According to IDC’s Report, Worldwide 
Manufacturing Predictions 2018, “By 2020, 60% of manufacturers will rely on digital platforms, 
supporting as much as 30% of their overall revenue.” These manufacturers are expected to invest 
$267 billion in Industrial Internet of Things (IIoT) by the year 2020.

Other recent trends, along with digitisation, such as Manufacturing 4.0 and the integration of 
Information Technology (IT) and Operational Technology (OT) have also transformed the way the 
manufacturing industry operates. This whitepaper focuses on a range of new technologies that 
help to create a complete value chain in digital transformation and the role of IT/OT in driving 
business benefits through improved integration of disparate databases.

Applications in the Digital Connected Factory

Mobile Devices

Within manufacturing factories, staff operates mobile devices such 
as smartphones, tablets, and traditional handhelds to transfer data 
through the plant in real-time with the help of Wi-Fi. This involves 
studying the role-based Key Performance Indicator (KPI) dashboards 
and sending messages to the concerned people notifying them 
about the equipment condition and performance as well as process 
parameters.

Wearables

The Wi-Fi infrastructure in factories is utilised by maintenance 
personnel with wearable bi-directional video. The camera and the 
display are mounted on helmets to transmit live video from an expert 
in another location. The expert has direct access to the technicians 
visually and vice versa. 



Real-Time Location System (RTLS)

Real-Time Location System (RTLS) is essentially a positional sensor 
that calibrates and accurately positions tags in a location system. 
These systems are deployed in certain areas using the Wi-Fi 
infrastructure. Staff, visitors, and contractors wear RTLS tags to 
enable many new software functions such as  digital mustering. 
Digital mustering tallies who has assembled and who is still at the site 
location, helping factory operators reduce the danger of missing 
persons and rescue individuals by providing exact locations. It is also 
used for inventory tracking of high value goods as well as WIPS in 
workflow processes.

RTLS provides geo-location and geo-fencing, meaning that if someone strays into a restricted area, 
local and centralised alarms are activated. Alarms can be triggered in case of distress or inactivity, 
indicating that the person may be injured or incapable of movement. RTLS tags can also be 
inserted into traditional security access control cards and can be used to extract reports. 

Augmented Reality

Augmented Reality (AR) enables transmission of live measurement 
data, equipment information, and instructions to field operators 
through smart glasses. The display of data in smart glasses is 
augmented from the actual vision. For example, if you wear smart 
glasses and look at a tank it will display the fluid level in the tank and 
the pump will display its conditions and so on. The I&C department 
integrates the AR smart glasses with the control system, history, 
analytics apps, and other operational infrastructure data sources to 
provide field operators with the data they require. 
The real-time data is transmitted to the plant via Wi-Fi. As an alternative to smart glasses, AR can 
also be viewed on a smartphone or a tablet by superimposing the data display onto the built-in 
camera screen in the form of an image. 

Virtual Reality (VR) and 3D Scanning

Virtual Reality (VR) offers operating teams new methods to train 
staff and assess field operators’ manual processes such as starting 
and shutting down of machinery, loading and offloading 
equipment etc. Comprehensive indoor training is delivered to 
personnel in a safe environment to mitigate operational risks.

The VR plant is a 3D software simulator. Employees are made to 
wear VR goggles while training so that they can engage with 
specific machinery. Trainers integrate the instruments and 

controls with the process simulation software while training employees. The integration results in 
an automatic reflection of the reading based on instrument changes on the dashboard, once the 
valve is closed. 

The Information & Communication (I&C) department holds the same responsibilities for 
operations of the virtual plant as they do with the physical plant; including the integration with the 
process simulation through OPC Unified Architecture (OPC UA). New plants are designed to 
operate in a 3D virtual environment. In case of older plants where no 3D model exists, the 3D 
virtual environment can be created through 3D laser scanning.



New Opportunities

The importance of IT-OT is rising with the reliance on predictive maintenance. However, it is 
believed that integrating control systems and legacy components with IT infrastructure i.e. 
Enterprise Resource Planning (ERP) tools and Business Intelligence (BI) is challenging when seeking 
Digital Transformation (DX). In order to make these integrations smooth, manufacturing companies 
must:

Maintain Separate Departments in the Organisation 

There is no requirement to merge the IT department with the I&C department. IT department 
integrate with the OT department to enable smooth collaboration between departments and 
vendors. IT department specialise in their area of expertise and execute the IT infrastructure as part 
of the DX and the IIoT project while the I&C department remain specialised in their area of expertise 
and execute accordingly. The IT and I&C departments collaborate on integration and they are 
responsible for maintaining the expanded systems. 

Perform Data-Driven Work

Digital transformation is primarily focused on digitising plant operations and how these operations 
are maintained. Manual paper-based work practices are automated with data-driven 
software-based digital procedures. Data-driven work procedures include servicing equipment 
based on the condition and operational performance of the equipment, as determined by the 
analytics software. The analytics software receives raw data from sensors. Digitisation of the plant 
involves deploying infrastructure that automates operational procedures for maintenance, 
reliability, and integrity management as well as energy efficiency, safety, and production.

IT & OT Responsibilities

OT Responsibilities

The I&C department is responsible for deploying and supporting the automated system used by 
the operations team in the plant. These responsibilities remain the same with the rise of digital 
transformation and IIoT. However, the scope of the department responsibility changes when the 
operational infrastructure is extended with a second layer of automation, enabling digitalisation of 
manual and paper-based tasks.

The I&C department maintains the control system (DCS), the safety system (SIS), package unit 
controllers (PLC), turbo machinery protection systems, and motor controls, in addition to all the 
process and equipment sensors and sensor networks such as  fieldbuses  as well as  intelligent 
device management (IDM). They also use Model Predictive Control (MPC), Real-Time Optimisation 
(RTO), or process simulation (e.g. HYSYS) software for specialised processes. The I&C department 
have been using these tools for decades now. However, to run them smoothly, they must establish 
strong relationships with approved I&C vendors for a better understanding of production 
processes and process equipment’s. Standard software with proven track record and the ability to 
customise and configure are used by the I&C department.

Pervasive Networking

In most of the plants, the I&C department deploys  wireless sensor networks  for digital 
transformation of how the plant should be run and maintained. They also use field bus for process 
control and additional sensors to connect to the network. All the sensors used in the plant are 
critical for data-driven work processes.



Equipment Analytics

Maintenance engineers require real-time  equipment analytics  to monitor equipment condition 
and performance. They enable model-based prediction of results; provide descriptive equipment 
diagnostics of the problem, and show prescriptive directions.  This type of analytics cannot be 
driven by general purpose data analytics systems and requires special systems to aggregate data 
from multiple sources such as the existing control system and sensors.

Operational KPIs and Dashboards

Most plants already have legacy platforms on which sensors are deployed. Any new sensor that is 
installed can be integrated with other sensors on the same platform, either directly or through a 
control system. The I&C department uses legacy middleware to compute the operational KPIs used 
by the production manager, maintenance manager, quality manager etc. The KPIs provides insights 
and are displayed on the operational dashboards configured specifically for their roles.

    Production managers can view the production rate, quality, waste, and the quantity of    
    rework needed on their dashboard
    Maintenance managers can view maintenance index, availability, predictive split, and    
    planned/ unplanned shutdown rates on their dashboard
    Quality managers can view process capability index, quality, waste, and the amount of   
    rework needed on their dashboard

IoT Centre

Companies that operate a chain of factories, plants, mills or offshore installations require I&C 
departments to take care of their dedicated IIoT centres along with a pool of experts in vibration, 
process equipment, control valves, analysers, and steam traps. These centres facilitate generation 
of reports that enable smooth maintenance of the plant.

Asset RFID

Intelligent devices such as transmitters, valve positioners, and analysers are paired with a 
microprocessor and communication bus using a unique identifier (ID), allowing data retrieval and 
reference back to the memory using this ID. Equipment that does not require a microprocessor 
and communication bus uses RFID tags placed on control valves. These RFID tags comply with the 
ISO 18000 standards and aid reading of valves, actuator data, and retrieval of documents from the 
document management system. 

Plant Wi-Fi

The I&C department uses laptops, tablets, video cameras, smart glasses, or RTLS tags for accessing 
documents, browsing web, reporting hazards, and tracking safety. Industrial grade Wi-Fi 
infrastructure is installed so that the operations personnel can perform digital inspections, collect 
software data forms, and create digital checklists. 

IT responsibilities

The IT department in the plant deploys and supports business systems used by the admin teams. 
The functionality of these systems remains the same with the rise in digital transformation and IIoT.



The basic responsibility of the IT department is to maintain the Ethernet LAN, Wi-Fi, file servers,  
printers, and computers including the Internet connection and associated security. This  
department must establish strong relationships with IT vendors, consultants, and analysts to 
understand the business better. IT department is not concerned with the internal processes or 
functionality of the plant equipment.

Enterprise Resource Planning Business Platform

Most companies IT departments’ use ERP systems such as SAP or Oracle for day-to-day activities. 
The ERP system is a “platform” with a number of software modules such as employee Performance 
Management System, Learning Management System, , Work Order Management System, Planning 
and Scheduling System, Supply Chain Management System, Vendor Management System,  and 
more. Each of these modules can be customised according to the organisation’s needs and 
business goals. The approach of using the readymade software in the IT department is different 
from the I&C department’s approach. 
L4 Integration

Managers can view KPI information 
through operational dashboards as well 
as detailed data and information of 
process equipment’s etc. used by 
engineers and technicians by deploying 
De-Militarized Zones (DMZ) of firewalls 
onto the office LAN at Purdue model 
level 4 (L4) of the enterprise 
architecture. Any equipment diagnostic 
alarms and data related to work order 
management, find its way to the ERP
through the same DMZ. Office LAN, computers, and ERP systems are supported by the IT 
department whereas the data transmission from the operational infrastructure such as the legacy 
and analytics apps at level 3 (L3) is supported by the I&C department. The purpose of the DMZ is 
to protect the control system and the operational infrastructure at L3 and below. This is where I&C 
and IT systems connect together and this is what organisations call “IT/OT integration.”

Internet Connection

Internet connection is required by all IIoT solutions for cloud and mobile/tablet access outside of 
the plant. Most of the IIoT solutions must be connected to the control system or other operational 
infrastructure in the plant for smooth operations. For instance, vibration, corrosion, and steam 
trap monitoring must be deployed as independent systems. In such a case, the IIoT solution is 
physically separate from the plant’s own network. If an IIoT solution uses plant network then the IT 
department must provide complete support to the solution.

Cloud

A number of IIoT solutions require cloud computing or data storage over the cloud. Few companies 
store data on dedicated cloud managed by the internal IT team while other companies store data 
to a  connected service  provider’s cloud account. Most of the companies use IIoT solutions for 
monitoring performance and condition of equipment over the cloud, powered by third-party 
service providers. Cloud-based IIoT solutions are also used for mobile/tablet instant messaging 
(IM) outside the plant.
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Business Intelligence (BI)

Powerful tools such as Tableau, TibcoSpotfire, MS-Power BI, or QlikView enable visualisation of big 
data sets from the ERP platform, deliver insights, and display them in the form of a graph e.g. bar 
chart, trend chart, pie chart, scatter plot, histogram, heat map, etc.  Individuals can correlate this 
data and identify new insights and opportunities.

For example, insights on site access records, shift/duty records, maintenance work order records 
etc. might help organisations identify when the equipment failed, who serviced it, and who was 
operating the equipment when it failed. L4 business intelligence is different from the L3 equipment 
diagnostics intelligence used by the engineers and operations managers. However, it is interesting 
to note that the equipment condition and the performances information output from the level L3 
feeds as input into the L4 business intelligence at the enterprise-level. Enterprise-wide analytics is 
easier to analyse because the data from the sensor is distilled and this distilled data from multiple 
sensors is aggregated to analyse and decide the various factors. This layered approach is more 
effective than feeding raw data from all sensors into L4 in order to  “discover” some correlation 
which is probably already known. It is always recommended to run analytics as close to the data 
source as possible as it reduces the data volume transferred and stored. The real-time data that is 
used always gives more accurate results and timely responses.

Business KPIs and Dashboards

Most plants usually implement an ERP platform to perform accounting and power transactions. 
The ERP platform is maintained by the IT department and displays business KPIs on dashboards in 
accordance with the respective roles of the individuals. Business KPIs and dashboards are different 
from the operational level dashboards and KPIs. Business KPIs include EBIT, NPAT, Gross Margin, 
ROACE, and revenue, etc. as they are not based on the measurements sent by the sensors. 
However, they are derived from the ERP system.

Integration and Collaboration

The operational infrastructure and the IT infrastructure of the plant integrate at the L3.5 level of the 
enterprise architecture. The DMZ is the intersecting point of responsibility where the IT and I&C 
departments collaborate. In most of the plants today, the IT and the I&C departments collaborate 
to make the information accessible from the office LAN or from any company office anywhere in 
the world across the company intranet. For example, the equipment analytics software supported 
by the I&C department interfaces to the ERP system through OPC-UA. Health and performance 
index of the equipment is integrated into the BI through OPC-UA and rolled up for operations. 
Access to full equipment diagnostics details is provided in the form of HTML5 pages to the 
managers through a web server.

Building Tomorrow’s Manufacturing Enterprise

Global competition and the demand to stay at the forefront of  Industry 4.0  technologies have 
rapidly increased in the last five years. In order to stay ahead, organisations need smart factory 
data acquisition systems to empower businesses to meet and exceed the challenges of the 
modern market. Kellton Tech has the domain and technical expertise to do just that. 

The digital connected factory solution is specially designed for the manufacturing industry. It offers 
a unified approach to capture, analyse, and visualise key performance indicators from the 
manufacturing, logistics and utility sectors, using Manufacturing 4.0 technology. More importantly, 
these smart solutions enable manufacturers to reduce the  amount of time and resources required 
to capture and communicate critical information and dynamically translate it into actionable   



 intelligence. Capturing, communicating, and visualising data to highlight losses in real-time helps 
plants reduce planned/ unplanned downtime, increase productivity, maximise efficiency, and 
improve overall throughput, quality, and productivity by 5-10%.

Research has shown that most data that is captured from a manufacturing plant is used for 
anomaly detection and control and not optimisation or prediction. Our digital connected 
manufacturing solution can help clients gain more information from the physical assets, improve 
machine performance, extend machine life, and learn how to optimise or redesign the systems to 
do even more. 

Key components of our customised solution for the manufacturers include:
    Empowering employees to take corrective action and eliminate losses, promoting a sense of    
    ownership and collaboration
    Intuitive mobile touchscreen devices which convert manual paperwork into lean digital workflows
    Interactive smart digital displays that digitise the daily plant management process

We are at the heart of delivering customer experience by understanding factory data using our 
analysis and visualisation tools. Companies can identify hidden losses in their production process 
in real-time and reduce planned and unplanned downtime by minimising changeover and 
maintenance time, greatly reducing the need for costly line validations with the help of our experts. 
We also help organisations digitise the daily management process by eliminating the wasteful 
effort of preparing and printing reports.

IT/OT Integration Made Easy

IT/OT integration focuses on integration and collaboration between IT and OT departments 
without merging them. For collaboration and integration between departments and vendors,  the 
IT and OT departments agree upon a standard interface such as OPC-UA which allows data to pass 
from operations to enterprise zones with complete metadata and information model, etc. If a 
single vendor performs IT as well as the OT functionalities, then the interfaces between them would 
likely be proprietary APIs or proprietary data formats exchanged over MQTT transport. Proprietary 
technologies are always costly to support in the long run.

The future is digital, but a company should not attempt to implement all digital technologies and 
solutions in one project. Digitise the systems in different phases with a separate integration plan 
for IT and OT. Starting with an operational certainty discovery session will help uncover the need 
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